[VIOTEROX

A famper-evident,
verifiable voting system

DANIEL R. SANDLER
KYLE DERR
DAN S. WALLACH

RICE UNIVERSITY

USENIX SECURITY '08
AUGUST 1, 2008



elecironic
voling
resedrch
resulls




widely deployed



DRE: 8

deeply flawed




DRE:

on the way out...?
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prefer
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voling

Greene et al. Is newer always better? The
usability of electronic voting machines
versus fraditional methods. CHI ‘08.




legitimate benefits

accessiollity —
feedback
flexibility

(satfisfaction)

40)



can we make a better DRE?
“better” = ?



godails

minimized soffware stack

less code to audit = more practical software audifs
resistance to failure & fampering
prevent or minimize data loss

famperevidence
if resistance is futile

verifiability
cast-as-infended; counted-as-cast



VOTEBOX



falk outline

the problem with DREs
software independence

the design of VoteBox
frustworthiness, reliabllity, famper-evidence, verifiability

implementation notes
on wrifing evil code

conclusion



soffware
Independence




software independence

briefly,

an unadetected system problem cannot create an
unaetfectable change in the results

how?

paper—directly inspect the ballot before casting
electronic—?

current DREs fail this test miserably



foward
software independence
for DREs



fechniques



reduce the frusted
computing base




keep believable
audit logs



crypirography



non-fechnique:

“logic & _
accuracy testing”







odqls

for the VoteBox project

9

Minimized software stack
resistance fo failure & fampering
ramper-evidence

verifiability

DRE user experience



fechniques

used in VoteBox

1. PRUI: pre-rendered user inferfaces

DRE user experience; minimized software stack
2. AUDITORIUM: network layer

resistance to failure; tamperevidence
3. immediate ballot challenge

verifiability



very restricted graphics API
blit(bitmap, X, Yy)
next event() — keyboard or (x, y) input
what’s not here?
windowing system; widgefts; fonts & fext rendering
inspiration: Pvote
pioneering work on PRUI In e-voting
(Yee, EVT 06 & "0/)



President and Vice President of the United States
Race 1 of 27

To make your choice, click onthe candidate's name or on the box next to his/her
name. A green checkmark will appear next to your choice. If you want to change
vour choice, just click on a different candidate or box.

You are now on
STEP 2
Make your choices

President and Vice President
of the United States

(You may vote for one)

[0 Gordon Bearce REP
Nathan Maclean

O Vernon Stanley Albury DEM
Richard Rigby

I_V_(Janette Froman LIB

Chris Aponte

Click to go back to instructions Click to go foward to next race




LABEL ID=L10

LABEL ID=L13

LABEL ID=L14

LABEL ID=L16

BACKGROUND
LABEL ID=L1

LABEL ID=LS]1
LABEL ID=L52

LABEL ID=L2

LABEL ID=L350

GROUP TOGGLE BUTTON ID=B100

GROUP-TOGGLE BUTTON ID=B101

GROUP-TOGGLE BUTTON ID=B102

LABEL ID=L1002 LABEL ID=L1003
[Click to goback to instructions] [Cilcto go foward tonext race
PREV PG| ID=L1000 ID=L1001 [NEXT PG




...where the pre-rendering happens

e 06 VoteBox Preparation Tool
File Edit

New Ballot '\—: Open Ballot l;' | Save Ballot Export to VoteBox '_'\ Preview in VoteBox

President of the United States

United States Senator Presidential Race ® 7 © Languages
Proposition A Title: President of the United States

First Position:  President Select Languages:

Second Position: Vice President

=ia English

~Candidates

Candidate's Name Running Mate's Name ‘ : Spanish
Kyle Derr Ted Torous Suntory -
Corey Shaw Technocrat [ I French

= v ") 9 German

i §Italian

Preview £ Refresh | Russian
Chinese

President of the United States " e Japanese
- | . Korean

O Kyle Derr ") B Arabic
Ted Torous

0 Corev Shaw [
. OK ) ( Cancel )

Language: EZiZ English| Missing translation information




AUDITORIUM

even honest voting
machines fail}

we can’t trust voting
machines with critical
election dafa

At least, not without
redundancy




AUDITORIUM

Sandler and Wallach. Casting votes in the Auditorium. EVT'07.

authorization to cast a ballot
on votebox booth #4
e 1 & e 1
HEEE el
. - ‘ encrypted cast ballot

the AUDITORIUM polling place network
joins all voting machines fogether

[ AL
[1BO

dll election events are signed and broadcast

each broadcast is logged by every machine



hash chadins

key ingredient in AUDITORIUM

every signed broadcast includes SHA(earlier events)
we can how reason about our audit logs
provable ordering & completeness of the record

...crucial in the voting confext
query the log at runtime or offline

Sandler et al. Finding the evidence in tamper-evident logs. SADFE "08.




cryprography

recall our verifiability goal
cast as intended, counted as cast
ballot discussion

|. structure

2. encryption scheme

3. Tallying

4. challenge procedure




cast ballot representation

a list of counters, one per candidafte
e.qg., for one race with three candidates:

ballot = (g, b, ¢) abce {01}

ballots may therefore be summed
tally = ) ballot; = (Y a;, Y bi, ). ci)



encrypftion

ballots should be encrypted
...Of coursel

preserving the secrecy of the ballof
from the vofter fo the fabulator



tabulating
encrypted ballots

two basic approaches
NOQEE

randomize the order of ballots
pefore decrypting & summing

homomorphic encryption
sum without decrypting individual ballots

E(x) © E(y) = E(x + v)
...This Is what we use




Additively homomorphic El Gamal

E(c,r,g%) = (g, f9
D(<gl’, gai’fc>)a) (?gr]);
gCZI’fC
(g4)

D(g", 8" "))

f,g Qgroup generators

C plaintext (counter)

r random (chosen at encryption time)
a (private) ecryption key

g* (public) encryption key



“cast as intended”

the biggest challenge for DREs

how can the voter be sure the computer:
captured the vofter’s choices faithfully,
encrypted the ballot correctly,
and broadcast it in the Audiforium?

unlike “counted as cast,” no amount of procedure
or post facto audifing can correct this



ballot challenge

a fechnique due to Benaloh (EVT ‘0/)

at the end of the voting session:

1. force the machine to commit to the ballof it is
about to cast

2. tThe voter chooses 1o cast the ballot

or challenge the machine to reveal ifs
commitment



ballot challenge




in Benaloh’s proposal, this is a printed ballot behind
an opadque shield

the computer cannot “un-print” the ballof
in VoteBox, this is an Auditorium broadcast message



how do we challenge?

an El Gamal encrypted counter can be decrypted with

the private decryption key, or

the random value r supplied at encryption fime

NB: we typically throw r away

challenge: “prove you encrypted the ballot faithfully™

to meet this challenge, Vo

‘eBox must revedl r

(by broadcasting it in AUD

TORIUM)



commitments
uploader & challenge
responses

internet challenge
device verification
resulis

observers Cmer



Implementation
notes




writing evil code

human factors research
VoteBox's other customers: CHIL @ Rice

HF studies require behavior that should never e Iin
a real voting machine

dafta collection
copious records of what the voter selected and when
malice

actually altering or omitting the voter’'s own choices (1)



evil containment

original solution

Two lbranches

functions named "EVIL"—grep the source
current implementation

code preprocessing—compile the evil in or out

#1fdef EVIL (custom preprocessor)



other anecdotes
INn the paper




conclusion



why?

lots of research on
Individual pieces
of tThe e-voting problem



VoTeBox [

INnfegratres these rechnigques
N a single system

trustworthy
reliable
tamper-evident
verifiable



thanks [

students who have worked on VoteBox

Emily Fortuna, George Mastrogiannis, Kevin Montrose, Corey Shaw, Ted Torous
designers of the VoteBox ballot

Mike Byrne, Sarah Everett, Kristen Greene

others who have offered ideas and criticism

Ben Adidaq, Josh Benaloh, Peter Neumann, Chris Piekert, Brent Waters
NSF/ACCURATE




votebox.cs.rice.edu

(coming soon)



